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ABSTRACT Time Sensitive Networking (TSN) is an standard, interoperable and deterministic Ethernet based = KEYWORDS
solution. It is able to merge OT and IT worlds, thanks to the definition of three basic traffic types: Scheduled IEC 61850
traffic, Best-effort Traffic, and Reserved Traffic. Scheduled Traffic type is appropriated for the hard real-time IEC 62351
messages, Reserved Traffic for soft-real time ones and the Best-effort Traffic is the general Ethernet traffic that ~ Ethernet

is not sensitive to any other Quality of Service metrics.

Time-Sensitive

The Electric Sector is defining deeply the security required for its infrastructures and systems. The digitalization Networking
process in non-stoppable and it includes critical real-time messages that need to be protected. The Electric TSN
Sector, SAS and Smart-Grid in particular, may benefit from the interoperability offered by TSN. However, there IEEE 1588
are some specific security vulnerabilities, like potential attacks to the synchronization plane and to the real-time PACS

traffic that should be taken into account.
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IEC 61850 AND IEC 62351 STANDARDS

IEC 61850 (3), the standard for the automation of power
substations, is enabling an interoperable digitalization
of power substations and many Smart-Grid premises.
It defines the data models, services and the communi-
cation protocols. Since 2004 where the 14 parts of the
standard were released, most of the digitalization pro-
cesses seen in the sector have followed this standard
approach.

The Electric Sector, from the security point of view, is
identified as a Critical Systems. The power plants and
the electric substations are considered Critical Infra-
structures. Therefore, the digitalization of these premi-
ses has included as potential threads the cyber-attacks.
IEC 61850 was not focused on security. However, the
regulation and the evident exposure of the current
electric system to these threads have pushed the in-
ternational standardization community to work on a
detailed security solution for the sector. This work is
compiled in IEC 62351 Standard aimed at improving
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security in automation systems in the power system
domain.

Figure 1 summarizes the applications of IEC 62351
standards and others to the different system layers
that can be found in a typical critical infrastructure of
the Smart Grid. In the bottom part of the pyramid it
is represented how the specific standards for crypto-
graphic equipment and modules are now applied to
critical equipment like the protections in the grid. Also,
standards like IEEE 1686 apply to the embedded soft-
ware of the Intelligent Electronic Devices (IEDs). IEC
62351 (4) covers general system security architectures
(-10), role definitions for the sector (-8) and adoptions
of well-known security mechanisms used in Informa-
tion Technology (IT) world, like IPsec or TLS, (-3, -4). It
is worth to mention the proposals for Security Key ex-
change mechanism defined in (-9) and for the security
of real-time traffic in the SAS (-6).

This last protocol, IEC 62351-6, is specific for the
sector and aims to define security for very stringent
real-time messages used for control purposes (GOOSE
messages) and for the distribution over the network
of the current and voltage digitalized values (Sampled
Measured Values). The latency introduced by the secu-
rity mechanisms within these messages must be very
small in order to not disturb the proper operation of
the system. This requirement has influenced the final
form of the standard that defines as mandatory the
authentication and the integrity of the messages. The
confidentiality through encryption has been defined as
an optional feature.

All these standards defined in IEC 62351, inclu-
ding IEC 62351-6, applies to Ethernet communicati-
ons. Over network, Layer-3 and upper protocols may
include powerful security features as are applied in
IT networks. All these security mechanisms can be
used over the high-availability Ethernet alternatives
defined in IEC 61850, like with Parallel-Redundant-
Redundancy-Protocol (PRP) or with High-availability
Seamless Redundancy (HSR) if the “cut-through” swit-
ching approach is not applied in this last one.

IEEE 1588 (PTP) AND SECURITY

In the scope of the new digital protocols used in the
Sector, it is worth to mention the Precise-Time-Protocol
(PTP, IEEE 1588) (2) used to distribute an accurate ti-
ming reference between the different equipment and
event among the whole Electric Grid. This protocol is
very vulnerable from the security point of view, and
its protection is a challenge for the current state-of-
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the —art of the technology. The PTP algorithm uses
a master-slave scheme. The slaves are synchronized
and syntonized based on time stamped frames inter-
changed with the master. However, in order to obtain
the requested timing accuracy level, all the elements of
the network including the switches and bridges should
modify these frames. Therefore, an end-to-end security
approach it is not enough due to the need of security
in all the devices.

TIME-SENSTIVE NETWORKING (TSN): THE IN-
TEROPERABLE DETERMINISITIC ETHERNET
STANDARD

As it has happened in the electric sector, the digitaliza-
tion is present in all the sectors. As an example, it is
common the massive interconnection of Cyber Physi-
cal Systems combined with a Big Data analysis. This
integration requires mixing Operational Technologies
(OT) with Information Technologies (IT). Therefore, a
common Ethernet technology able to merge OT and
IT worlds would be an outstanding forward step to
really ensure interoperability and standardization. An
effective development of these technologies shall offer
a significant cost reduction in equipment, maintenance,
seamless integration of advanced analysis services and
a reduction of dependence on a single vendor.

Time Sensitive Networking (TSN) (1) is a compre-
hensive proposal for a unique Ethernet based solution.
The original AVB working group evolved to IEEE Time-
Sensitive Networking (TSN) Task Group, which is in
charge of developing the standards related to TSN.
These standards propose enhancements for IEEE 802.3
networks.

The fundamental base in TSN is the Time-Aware
Shaper. It is designed to separate the communication
on the Ethernet network into fixed length, repeating
time cycles. These cycles are divided into time-slots
according to the TSN configuration agreed between
peers. The different time slots can be configured and
can be assigned to one or several of the eight Ethernet
priorities. The operation of the Time-Aware Shaper is
defined in IEEE 802.1Qbvw.

Taking into account this functionality, three basic
traffic types are defined: Scheduled traffic, Best-effort
Traffic and Reserved Traffic. Scheduled Traffic type is
appropriated for the hard real-time messages, and the
Best-effort Traffic is the general Ethernet traffic that is
not sensitive to any other Quality of Service metrics.
The Reserved Traffic type is for frames allocated in
different time-slots but with a specified bandwidth
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Figure 1 Security Standards for the Power System Information Infrastructure.
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Figure 2 TSN time-slots divisions.
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reservation for each priority type. Figure 2 summarizes
this slot distribution and traffic type.

The Time Aware Shaper allows defining the number
of time slots available in each cycle, their duration and
which priorities can be transmitted. Thanks to this
mode of operation, the Scheduled Traffic has dedicated
time slots to ensure the expected deterministic beha-
vioral. The best-effort traffic is accommodated in the
remaining time-slots of each cycle of operation. An
important improvement for the priorization and band-
width use optimization in TSN is the support of Credit
Based Shaper, as defined in IEEE 802.1Qav. This functi-
onality allows using Reserved Traffic type, upgrading
the priority of designed traffic in a state between the
Scheduled Traffic and the Best-effort one. The technical
challenge of providing nanosecond range synchroni-
zation accuracy among the TSN devices that compose
the network is faced using IEEE 1588 synchronization
protocol. Thanks to the accuracy provided by this
technology, it is feasible ensuring controlled network
delay and jitter implanting effective time-triggered Et-
hernet based solution. The specific IEEE 1588 profile
for TSN is IEEE 1588ASrev.

TSN AND SECURITY

From the security point of view, TSN can benefit from
the security mechanisms applied to Layer-3 or in hig-
her ones. Security protocols like IPsec or TLS or any
other security application can run over this Determi-
nistic Ethernet. However, TSN has some particularities
that need to be taken into account. The synchroniza-
tion is the base of its functionality, and this is depends
on IEEE 1588. As it has been introduced in a previous
paragraph, the security of IEEE 1588 is not straight-
forward and the current state-of-the-art of commercial
equipment cannot ensure an adequate protection over
the multiple vulnerabilities of this standard. In addi-
tion, some of the TSN traffic, like the Scheduled Traffic
, it is strict Real-Time.

In order to protect IEEE 1588 systems, the version 3
of the standard will include some security recommen-
dations. Additionally, some academic and industrial
proposals can help to enhance the resilience of IEEE
1588 implementations over complex cyber attacks (5).
The security for Scheduled Traffic in the context of
this Sector can be addressed following the security ap-
proach defined in IEC 62351-6 for GOOSE and SMV
messages. However, the computation capabilities in-
cluded in all the equipment should allow low-latency
wire-speed cryptography that requires specific compu-
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tation modules able to support data stream processing
(6). Not only for the encryption (that may be optional
in most of the scenarios), but for the authentication
and integrity analysis of all the messages in order to
block immediately the propagation of non-authorized
one.
Although it would be desirable the “Cut-through”
operation with the Scheduled Traffic in order to mini-
mize the latency in the delivery of the message, from
the security point of view it could be drawback very
difficult to admit. This switching approach implies
that the messages cannot be fully analyzed before been
resend. Therefore, non-authenticated traffic could be
injected in the network for malicious purposes.

CONCLUSIONS

In conclusion, the Electric Sector is defining deeply the
security required for its infrastructures and systems.
The digitalization process in non-stoppable and it in-
cludes critical messages that need to be protected. TSN
is the interoperable deterministic Ethernet solution that
may be adopted in most of the Industrial Sectors. The
Electric Sector and the Smart-Grid in particular may
benefit from this interoperability. However, there are
some specific security vulnerabilities, like potential at-
tacks to the synchronization plane and to the real-time
traffic that should be taken into account.
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